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Prioritising tests required to mitigate reliability risk
exposure

Abstract

Continuous Improvement of asset reliability is made possible with a combination of test data and
field data. Using Failure Mode and Effect Analysis (FMEA), we can ask the right questions when
attempting to study test and field data to calculate failure distributions over time. Failure modes
can then be ranked, and plans proposed for supplementary testing where the data are found to be
weak, or the reliability is lowest. Changes to the asset with respect to reliability improvement is
actioned and traced through FMEA revision control. In this presentation we demonstrate how FMEA
may be used to improve component reliability by combining qualitative engineering judgement
with quantitative evidence derived through statistical rigour.

About the presenter, Chris Wynn-Jones, Application Engineer — Reliability, HBK

Christopher Wynn-Jones has a BEng (Hons) in Mechanical Engineering from University of
Wolverhampton coupled with 25 years of engineering experience. After various manufacturing roles
Chris went on to become a Safety and Reliability Engineer for civil and military products in the air, at
sea and ground vehicles. He is an Application Engineer for ReliaSoft reliability software, supporting

customers in industry and in universities with software solutions and best practices in Engineering
for Reliability.

Chris also sits on the WG1 committee of the Institute of Mechanical Engineers [IMechE] Safety and
Reliability Group (SRG). The SRG group promotes the development of safety and reliability
requirements for products such as equipment, systems or services.

HOTTINGER BRUEL & KJAER
UNRESTRICTED



HBK
1')'

HOTTINGER BRUEL & KJ1ER

Prioritizing tests required to mitigate reliability risk exposure

SYSTEM RELIABILITY —= HBK TECHNOLOGY DAYS 2023

Chris Wynn-Jones

ER
B 8K
NS

HBM ] PUBLIC




Internal vs. External Reliability View

Engineering Teams
View reliability as the domain to address mechanical, electrical and manufacturing issues

Customers

View reliability as a system-level issue
Focus on total product performance

The primary measure of reliability is made by the Customer

Engineering teams must maintain a balance of views to develop a reliable product
Business needs vs. Customer expectations

System vs. Domain vs. Component
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Factor of 10 Rule

4 Fact - cost of discovering issues increases tenfold through the development process

Concept Phase $
Design Phase $x10

Development Phase $x 100

Manufacture Phase $ x 1000
Support Phase $ x 10000

4 Complex system reality

o Fi !
Concept Phase $ Final assembly product release test!

Support Phase $ x 10000




Reliability Engineering

A scientific know-how

Test Planning

v

Engineering

Management
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System Hierarchy

Concept
System

List of Sub Systems

B FIRE PROTECTION

B ICE AND RAIN PROTECTION

B PNEUMATIC

B CENTRAL MAINTENANCE SYSTEM (CMS)
B POWERPLANT

B AC77 TURBOFAN ENGINE

B ENGINE FUEL AND CONTROL

= ;T%IGN (includes ATA 74-10, 74-20 &
B AR

B ENGINE CONTROLS

B ENGINE INDICATING

B ExHAUST

= o

B STARTING

Complexity grows over time

Unrestricted

= E FIRE PROTECTION
(=} E Detection
(=} E Engine Fire Detection
D Zone 1 Sensor.
D Zone 2 Sensor.
= E Extinguishing
= E Engine Fire Extinguishing
D Fire Extinguisher botte assembly.
D Double Check Tee
D Discharge Pipe LH
D Discharge Fipe RH

D Pipe Assembly L-H with
permaswage fittings

D Pipe Assembly R-H with
permaswage fittings

= ™ ICE AND RAIM PROTECTION
®  pacelle Inlet Anti-Ice
D Pressure Regulating Shut Off Valve

D PRSOV to inlet break point pipework

D Inlet break point to Piccolo tube
pipework.

D Piccolo Tube

D Dual Ground-Flight Idle Low Pressure
Switch

D V Band Clamps

D Low Pressure Switch Sensing Fipe H BK 0%
S

D W1 Engine Wiring Harness Assembly HOTTINGER BROEL & K34 2
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System Interfaces

User

F Computer Signal

. Remote CONtrol /. ...mmessmmieessss .-
Input

A
&
v
7
>
0p)
fo
>
0p

Sub System C

Condenser

Lens

Concept
!

' Table Top
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System Functions

Interfaces P .
4 Failure Mode and Effects

Failure Severity Effect

unction Failure o ohability  Class
Provide lightfor _
L limage transfer | Lamp burns No light (7}

Sub System D

Sub System B

Standards & Legislations

>
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System level Failure Modes and Effects Analysis (FMEA)

Function Failure Effect Si
Recharge rate below
10% at-40°F and or
100° F for period of five

years.

System FMEA

Discharge below 10% of
specification at -40° F or
100° F for period of five

Vears.

Customer dissatisfaction
(expected replacement 8
at five years).

storage energy during
yperation (KW/ hr).

Customer dissatisfaction
(expected replacement 8
at five years).

\bility to crank starter at
{W/ Sec (Load
lischarge).

j Properties
+ B FIRE PROTECTION Label
+ = AND RAIN PROTECTION
= MNew
+ P IC
- Technology
+ = CE MNTEMANCE SYSTEM (CMS)
+ @ pPOWERP
- New
+ B AC77 TURBOF. E Application
+ = EMGIME FLUEL AMND CORTRS
4 @ IGNITION (includes ATA 7410 0 & Historical
= 74-30) Problems
+ = AlIR
+ = EMGIME COMTROLS
Safety Issues
Mission-
Critical

Very early in the concept phase of the System design the
Severity of each Functional Failure can be ranked 1 to 10

Risk Discovery ranks the different Sub Systems and
highlights areas of weakness

4. Risk Discovery

% Response % Comments *

SQ/%

Quesgiion

&
v '.'795
Does the design apply existing
technology in a new way?

Does the desig
technology?

Have there been historical problems
with thiz item?

Is there a potential for safety-related
issues?

Is this a mission-critical item? Mo

amh
uny
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System level Failure Modes and Effects Analysis (FMEA)

Function Failure Effect Si . .
- - Very early in the concept phase of the System design the
echarge rate peliow 2 . e . . .
torage energy during | 10% at-40°Fandor  CUoner dssansaciey Severity of each Functional Failure can be ranked 1 to 10
yperation (KW/ hr). ;22:55.: for period of five at five years).

m /\ Risk Discovery ranks the different Sub Systems and
Sy S t e F M E highlights areas of weakness

Discharge below 10% of | - .\ o+ dissatisfactio
specification at -40° F or

100° F for period of five (2Xpected replacement 8

at five years). Risk + High Severity = Focal point

\bility to crank starter at
{(W/ Sec (Load
lischarge).

j Properties | J Risk Discovery

[+

FIRE PROTECTION Label Quesion ', Response '\ Comments *
AND RAIN PROTECTION N

Ic New Does the desigriTnv iy :
Technology technology?
E MNTEMANCE SYSTEM (CMS)
POWERP!

Yes

New Does the design apply existing S

AC77 TURBOF, E Application technology in a new way?

ENGINE FUEL AND co@ d

;“31[‘431;”0"4 (includes ATA 74410 0& Historical Have there been historical problems Mo y
) Problems with this item?

AIR

F-H

03

[+
0

[+

1

[+

[+
T T IR IT Iy mmn

[+

ENGINE CONTROLS Is there a potential for safety-related
issues?

Is this a mission-critical item? Mo
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Reliability Study — Data Collection

From highest risk, work on each and research what is

known from all availably resources.
Failure times, suspensions or time without failing

Environmental and Usage Conditions

Unreliability (%)

Probability - Weibull

Probability

Competitive Bulb Data\Bulb A
2P-Weibull
MLE SEM FM MED
F=15/5=5
& Data Points
— Probability Line

Competitive Bulb Data'\Bulb B
2P-Weibull
MLE SRM FM MED
F=16/5=4
s Data Points
— Probability Line

Hour (hr)

10000

Unrestricted
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Reliability Policy — Red Flags

A system Hierarchy | Eﬂ FMRA .

Name fi 4 Reliability Policy == R::arg;iy [::Lm}
= @ Projector  Inherit = 0.9950 0.5707
=3 plug © Inherit ™ 0.9300 _
é}ﬂ Transfer power from outletto projector Inherit || 0.9900 _
| él—ﬂ Mo power to projector Inherit || 0.9900 _
| I—_éj Plug disconnected Plug disconnected || 0.9900 _
2] Fuse Inherit = 0.9300 o nssss
lél—ﬂ Protect projector circuits from high powerissues Inherit || 0.9900 _
é—ﬂ Mo power to projector Inherit || 0.9900 _
l—_éj Overvoltage conditon Overvoltage conditon = 0.94900 _
E—}E Switch Inherit || 0.9900 0.8100
él—ﬂ Cantrol power to projector Inherit || 0.9900 0.8100
él—ﬂ Switch fails open Inherit = 0.9200 0.8100
I—_éj Broken contact Broken contact || 0.9900 0.3100
=2 Lamp Inherit = 0.3900 o o7s4s
lél—ﬂ Provide light for image transfer Inherit || 0.9900 _
@ Lamp burns Inherit = 0.9900 0.9566
|—'§J Overload Overload || 0.9900
|—‘;J Aging Aging = 0.9300 0.9604
|—_§J Hot Spots {due to over touching of lamp) ;'\?;riziﬁi(:guifé || 0.9900 -
=+ #| Lamp shatters Inherit | 0.9500 _
L_éj Qwver pressure Qver pressure || 0.9900 _
= #| Owverheat Inherit || 0.9900 07339
|—_§J Extended operation Extended operation [ ] 0.9900 0.8100
L2 pirty filter Dirty filter = 0.9300  nssor
£+ @] Filament breaks Inherit = 0.9900 o osean
-Z) shock Shack = 0.9900  osse0
L =) vibration vibration = 0.9800 o gm0
ET}E Lens Inherit = 0.9900 0.9604
| é—ﬂ Transmit focused light energy to screen Inherit || 0.9900 0.3604

Unrestricted
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_§] Properties

Prop

= Identifiers
Image

Name

Category

Reliability Importance Vakus

Part Numb
Supplier
Applicatior

Descriptiod

Comments

Keywords

Static Reliability Importance

0422

[k Fy

0,553

0365

L1844

Svatch Lens o= LED Lamp

Flug
Time = 2000 {(hr}

Corgdenser LED Conk...  Casing

Feliability

Ill.i'f.l%
5%
II:I%

Projectar_1
10 fbems

Heak Sink

L

Other Item Properties

=] Operation

Operating Time

Current Age
Duty Cycle
Reliability Policy
Type
= Reliability

m

Target Reliability
Current Reliability

Push to Metrics
History

£2000 (Hr)

0 (Hr)
1

Inherit

0.995
0.5707
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Risk Priority Number (RPN)

4 The final part of the FMEA can be
completed,;

« Causes, route cause or translations
from physics of failure

* Occurrence/Frequency [Oi] — Reliability
Policy

- Detectability [Di]

* RPN

- All high RPN scores lead to raising test
plan actions

Fumcthon

Potential Fadlure Mode

Supply Volage ;
1 1.7 for §5AN Thermal runaway

Does not sepply specified voltage
of 1.2v

Unrestricted

Potential EHect{s) of Fallure

Lt of grimary function for a singhs
call {7.-)

Prapagation beand indevidul call,
atastrophic faikera of the e
pack and potential damage to
surrgsndings (9,)

Sub ophimum parformanca (7.-)

Pobtential Cause(s) of
Failura

Shart arot dus bo
evarcharge o
everdischarge

Inbernal short circul
disa bo batfery
rechargieeg in o
tRnpaTature
Electrolyte vaporization
gt to high storage
temperature

Failure of the separstor
dhpa to repaated charge-
discharge oyding
Exiwrnal shart cirowit

External mechanical
abuse

Aging Sus b
alactrachamical i."'fﬂll'rg

Aging dus b
deqradenon of electrade
propertes caused by
electrochemical oyding
Acoelarated degradation
s b e
contaminants

Residual mechanical
wtress inducad by tha
paciaging the call

0Tl

Current [esign
Comtrols
Currenk bmiting by fuse

Hiadule temperabare
maonibaring

Pressure detection

Charge dechargs
Current monitaring

50 monttaring

S0H monikoring

Quality cenirol

Drurabiliy test

Highest RPNs?

HBK
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Risk Priority Number (RPN)

A4 The final part of the FMEA can be
completed,

« Causes, route cause or translations L vl ity Themmd naway

Fumcthon Potential Fadlure Mode

from physics of failure
- Occurrence/Frequency [Oi] — Reliability
Policy
* Detectability [Di] ' -

of 1.2v

* RPN i

- All high RPN scores lead to raising test
plan actions

Test Plan — Actions for high RPN’s

Unrestricted

Potential Effect{s) of Failure

Lot of primary function Tor a singls
call (7,7

Pregagation beyand indeidaal cell,
cataskraphic Faikera of the entire
pack and potential damage to
surrgsndings [9,-)

Sub opbmum parformanca (7,-)

Potential Causes) of Current [esign
Failure Controls

Shart orot dus o
evarcharge of renk bmiting by fuse
everdischarge

Intarnal short circult

g Lo baltery fule temperabare
FECRGT ity i Jore iboring
Epmnparalura

Blecrolyiz vaporization

e b high storage 2 sure detection
tEmparature

Failere of the separater
et 1o repanbed charge-
discharge oyding
Exiwrnal sheart cirowit

rge deschargs
#nk meniboring

External mechanical
ahuse

A s ba
wloctrochamical oycling
Agine daupe bo
deqradanen of electrade
properes caused by
electrachemical cyding
Aeelerated degradation

st b3 e Cigiity cantral
contamnants

Regidual machanical
wiress inducad by tha D ability test
packaging the cell

Understand root cause;
What is the Physics of failure [PoF] ?

HBK

DETI RPN

. | b'

Fscomeerided
Action(s)
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FMEA vs Physics of Failure (PoF)

4 s analysis of the route cause is Qualitative, PoF is Quantitative using data driven
design tools to study known failure mechanisms.

4 Design tool Examples;
- Computer-aided Design (CAD) Drawings

- Finite Element Analysis (FEA)
- Solid Modeling
- Dynamic Simulation

Tsmperature

65.0
I 62.5
60.0
57.5
m— 55.0

52.5
50.0

| .: 0
45.0

- Fatigue Analysis

- Thermal Analysis

- Accelerated Testing
- Simulation

“Analytical Models” based on

underlying “Constitutive Equations”

Unrestricted
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Reliability Demonstration Test Design

4 Example - Non-Parametric Binomial
- How many units are needed to demonstrate a required reliability at given time with a level of

confidence?
S Relbiity Demonsizaton Tst
E\'ﬂmtvaluewuldf{m like to solve for?
Value The necessary sample size -
87 TestDesign Method (T
EDT || Mon-Parametric Binomial v

g0
.. | Input
Hour (hr) |

=h Dezcribe the test
Demaonstrated reliability (%)
Maximum number of failures 1
Test time per unit (hr) 1 | Units
50 v .| | Acceleration Factor 1
Display Options

Confidence level (%)
Required sample size 22 +| Show sample size as integer
Demonstrated at time (hr) 1000000

Motes
The results are valid only at the time specified. Mo inferences should be made for times other than the one specified
AR

HBK
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ROT 1

422 Samples, without failure, for 1 hour test life
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Tracking a Test Plan

4 Often assumptions or historic data are used in test planning. How can you know if

you are executing to plan or if something has changed?

* In Weibull++, choose Home > Insert > Test and Planning > Test Design and choose the
Expected Failure Times Plot option

Units vs. Time
Expected Failure Times
2P-Weibull
CL=5%0
AF:EI ted Fail
—-— ure
| | | L] .ﬂ’étpﬁacleF il i
| | |
|
|
£
S
.
|__ol |
1 &
[ |
ﬂ(J 400 800 1200 i} [ii]
Hour (hr)
BT 1

Expected Failure Time

L3
TEST DESIGN

/ Expected Failure Time -

l.’f Results...
< | Plot Setup
;— Sample Size 5
) Two-Sided Confidence (%) | 90
i | Acceleration Factor 1
Actual Failures 150, .00 |
Expected Failure Model
WE2 (2, 500)
Plot Options
+| Keep Aspect Ratio
+| Auto Refresh

X-Axis Scaling
[ ! Linear [ : Logarithmic
Scaling

¥

X

Unrestricted
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“Design for Reliability” 4 lines of defense...

1. Design Out

Stress-Strength Analysis Failure Mechanisms

|
94283 MI ‘P(xz 2 xl) = J‘ﬂfﬁrrengrh(x) ’ Rm'ess (X)dx

2. Reduce Variation
in Product Strength

4E3 —+

Calculate the Probability
of the Stress exceeding
Strength (Unreliability)

Region
| of
. Failure

‘strength|

3. Reduce Effect
of Usage/Environment

4. Increase Design
Margins

“Wouldn’t it be better to try to design out failure modes?” YES!
Design out failure is first line of defense HBK &

HOTTINGER BRUEL & KJER
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Stress in an ALT

Usage
Stress Strength
L Objective
— A \
. f
Stress \/ Strength
Objective: Increase L Accelerated Test
Stress to Increase the ‘ N
probability of failure y
Strength
HBK
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pdf vs. Time vs. Stress Relationship
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Reliability Process Summery

Herarchy

Failure
Mechanis Function
me
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Sub-System Reliability Improvement

Risk

Re-Design

Unrestricted

Review

What next
?
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Reliability Block Diagram (RBD)

4AFMEA is serialized, singular failures.

Heat Sink Condenser

Left to Right

4 Low Reliablility red flag items if can not be Improved consider redundancy.

v

Sub Sub

Sub




Reliability Block Diagram (RBD)

4AFMEA is serialized, singular failures.

Heat Sink Condenser

Left to Right

4 Low Reliablility red flag items if can not be Improved consider redundancy.

v

Sub Sub

Sub
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Reliability Fault Tree Analysis (FTA)

Sub-System
Failure

Sub System

Provide light for
image transfer

BOTTOM UP

Overheat Lamp burns Filament breaks Lamp shatters
Cause ‘ ‘ ‘ ‘ ‘ ‘
Dirty filter Extended operation  Overload Aging  Hot Spots (due to over Vibration Shock Over pressure

touching of lamp) H BK Y
d

HOTTINGER BRUEL & K1ER
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Reliability Fault Tree Analysis (FTA)

Sub-System
Failure

Sub System

Filamentibreaks Lamp shatters

Overheat Lamp burns

! 000806

Dirty filter Extended operation  Overload Aging  Hot Spots (due to over Vibration

touching of lamp) H BK Y
d

HOTTINGER BRUEL & K1ER
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Reliability Fault Tree Analysis (FTA)

Low Reliability red flag items if can not be Improved, then look to include redundancy. [AND]

[l 1. Robot Manipulator ALL ©

~{ (B> Cut Sets Viewer - o X
Failure to i ‘ ?\ F-9 i 1 T LY T I
Sub System = % BI04 =
y 2 D9 R
Q:1.0000€-05 Cut Copy  Paste Print Print Change
TOP Preview Settings
Edit Settings 2 (6
; A W
Q:1.0000€-05 Diagram: 1. Robot Manipulator ALL -
OR Sort By: Reliability ( values in parentheses )
Time: 100.000000
I [ —1 Show All: Yes
Robot Arm :
( Arm JamsICoMes Michanla: Minimal
Q:3.2028E-12 Q:1.0000€-23 Set 1 ( 1 block ) ( 0.999000 ) : Other
Set 2 ( 1 block ) ( 0.999998 ) : MSF -
‘ Set 3 ( 4 blocks ) ( 0.999999 ) : LS, EStop, RCF, COM
,,,,,,,,,,,,,,,,,,,,, |
f ! ot | 3 f 5 Set 4 ( 4 blocks ) ( 1.000000 ) : Sensor, EStop, RCF, COM
Svswn Fam f Mast

12

: Set 5 ( 5 blocks, 6 subsets ) ( 1.000000 ) : (2 blocks from blocks: Fourth PN, Third PN, Secondary PN, Primary PN ) & EStop, RCF, COM
Q 1 9530E 12 Q1 24985 lZ Q 1 OOOOE OB Q: lOOOOE 15 4
Set 6 ( 4 blocks ) ( 1.000000 ) : SB, EStop, RCF, COM

Set 7 ( 2 blocks ) ( 1.000000 ) : KRF, JF

1072t

BOTTOM UP

a Q:1.0000 ’ Q:4.9999E-05

vliesuitieu

% Analysis Settings




System Summary

Syslem
Testing

Huerarchy

Risk

Re-Design

System Hierarchy
Testing

Test

Review &=

- Failure
Mechanis

FIDEr v e
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Thank You

Chris Wynn-Jones — Application Engineer
HBK UK, Sheffield

07496 676655

Chris.wynn-jones@hbkworld.com
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