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From reliability to dependability - to ensure the continuous
and safe operation of technical systems

Abstract

Dependability is the collective term describing ability of the product/process to function
as required when required. The factors that influence the dependability performance are
reliability, maintainability, availability, testability, maintenance, and safety. Several
methods can be applied for dependability assessment and management during each
life cycle phase starting from product concept, through design, development,
manufacturing, product operation and utilization. This comprehensive approach
requires collaborative effort of an interdisciplinary team and knowledge in the field of
engineering, data preparation and analysis.

This presentation explores tools and methods to be applied to assess and manage
dependability during system operation. The special stress should be taken on data
collection to support change management process and monitor effectiveness of the
implemented changes. From the other side dependability tools should be integrated
into companywide collaborative environment to gain insight from various departments
and groups within the organization.
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From reliability to dependability - to ensure the continuous
and safe operation of technical systems

About the presenter, Bartlomiej Swiatek,

Senior Application Engineer — Reliability, HBK
Bartlomiej Swiatek is an application engineer supporting ReliaSoft reliability software for
HBK with a Master’s in Power Engineering (Warsaw). He is engaged on asset life
optimization and reliability projects for 10+ years. While working as an engineer at HBK
in areas of automotive, aerospace, defence and oil & gas he is mentoring engineers how

to implement effective reliability program.
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Presentation objectives

DISCUSS OF THE MAIN STEPS OF DEPENDABILITY
MANAGEMENT PROCESS FOR THE SYSTEMS
DURING OPERATION:

« Performance monitoring during operation
* Report events
« Data analysis

- Change management
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Dependability

Dependability — ability to function as required when
required.

The factors that influence the dependability
performance of any item are reliability,
maintainability, availability, testability, maintenance,

and safety.

Availability
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Dependability
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Testability




Dependability Management Process For The Systems During Operation

Operate and
Support

Release for
operation

Modify/Replace

System

Collect Data

Yes

Make
Dependability
Decisions

Analyze Data
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Dependability Management Process For Operating Systems

PERFORMANCE MONITORING DURING OPERATION

Quantify dependability

* Demonstrate compliance

with requirements
* Bad actors identyfication
* Improve dependabiltiy
* Assess effectivness of CAPA

* Assess effectivness of

maintenance

e Assess RUL

COLLECTING DATA

ANALYZING DATA

« Usage Data

o Events . ACTION
o Environmental data Pareto analysis
o Configuration and Identifiers Scatter di
catter diagrams Corrective maintenance
* Failure Event « Control Charting action
o Identification and Description . : + Living with dependability
o Time of Occurence Weibull Analysis problems
o Condition at the Time of Failure ST . . .
o Detection Methods * Reliability Growth Analysis «  Maintenance improvement
0 Efggfté:ljs';a"“re « General Renewal Process |+ Modifications and upgrades
o Recovery +  Reliability Block Diagrams | *  Life extension
: : : : * Replacement
* Maintenance Action * Analysis of Variance P
o Task Identification * RCM
o Task Time « RCA
o Labour and Parts Consumed
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PERFORMANCE MONITORING DURING OPERATION

Quantify dependability

Integration — data from CMMS,
ERP and DCS

* Demonstrate compliance

With req uirements Z SAG Mill Metrics Asset: | SAG Mil+ v + Ad Hoc Display
iu [ Compare
. . . Stoppages Downtime Cost (k$) actuals with
« Bad actors identyfication , expected costs
from current
- o0 maintenance
* Improve dependabiltiy e . A strategies
» Assess effectivness of CAPA 3/20/2019 N
» Assess effectivhess of e e e e e g e g e T T
. Signal processing Mill P )
maintenance from historian data i Fower e g
_
° ASSeSS RUL . Clutch _/ 0‘ 091012022 |

Reliability metrics Early warning and
and quantified Remaining useful
asset criticality life predictions

Q L L
8/28/2017 9:09.09 AM 3 9/28/2017 9:09.09 AM

8/28/2017 9.09.09 AM 3 97282017 9:09.09 AM
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COLLECTING DATA

 Usage Data

Operating Time/Usage
Events

Environmental data
Configuration and ldentifiers

o O O O

 Failure Event

Identification and Description
Time of Occurence

Condition at the Time of Failure
Detection Methods

Effects of Failure

Root Cause

Recovery

O 0O O O O O O

 Maintenance Action

o Task Identification
o Task Time
o Labour and Parts Consumed
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EXISTING
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IMPLEMENT VERIFY
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ADRESS
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COLLECTING DATA

|5 v | Problem #

 Usage Data

BB EwmE B [E#H

o Operating Time/Usage

E t XFRACAS  SEP Reports  Charts Dashboard Incident Problem  Project  Customer Support
o) vents

. Portal View Create
o Environmental data
. . ey Nancy Riccio Reports RELIASOFT MODEL DATABASE v
o Configuration and Identifiers
Links K 4 D Incident |@ Problem
. Generate a report for Incidents based on the settings in the Generate a report for Problems based on the settings in the
° Fal | u re Eve nt Default Standard Report Builder for the current entity. Report Builder for the current entity.
Reports
W My New Incidents wo ...
=
frs . . . F Action B2 Attachment
W My Actions 'ﬁ (|
Identlflcatlon and Descnptlon My Problems & Generate a report for Actions based on the settings in the Report Generate a report for Attachments based on the settings in the
T|me Of occurence My My Reparts Builder for the current entity. Report Builder for the current entity.
. ) ) W My Projects
Condition at the Time of Failure W New Incidents wo a Pr... = s pAS Proct
Detec“on Methods (W] All Actions Generate a report for Customer Support based on the settings in ® REL382 | Fused plug T

Incident Form

[ All Problems Public Reports the Report Builder for the current entity.

Effects of Failure
Root Cause
Recovery

O 0O O O O O O

Maintenance Action

o Task Identification
o Task Time
o Labour and Parts Consumed

11|

[ All Projects
W View Customer Support

“a

Administrator
Reports

h Company

Generate a report for Companies based on the settings in the
Report Builder for the current entity.

_ﬂSﬁ Failure Analysis

Generate a report for Failure Analyses based on the settings in the
Report Builder for the current entity.

UNRESTRICTED

[5 Incident Summary

Assigned to Problem#
N/A
System Cenfiguration:

Oceurrence Date:
01/2021/11 08:54 AM
System Status:

SN:SN A. System A Down - Waiting on Part

+ Reporting Date:

RELIABILITY, JOE

Category:

Companent Failure
Component Ad.1: Ad,1 vervAd.l

Downtime: Response Time:

0 Hourz 0 Hours

Last Updated:

01/2021/11 08:56 AM

¥ System/Compenent Information
A Incident Dispesition
Title: | Fused plug

Audience Restriction:  Not far Partnar

Team Members: | U
TECHNICIAN, BOR

Team Role User
Team Member

Oceurrence Date:| Jan | 11 2021 Tima: 08:54 @AM OPM  Local Time

State:| Open
Repert Type: Unplanned Field Event
Category: Component Failure
Responsible Pare: | Pare User
System As A varvA MARY ENGINEER
Component Ad.1: Ad 1 vervAd
Owner: & RELABILITY, IOE
Creator: & RELIABILITY, IOE

Actions: None

~ Incident Repair Information

~ Incident Detailz

PIUG i the Tourth bank fused 1o the MoUNting plate. Plug will have to b replaced,

Run Hrs / Starts / kW Hrs:
13300 / N/A / N/A
Creator, Reporting Org:
JOE RELIABILITY, N7A

Unit Location:

Last Updated By:
RELIABILITY, JOE

Team Role +

=+
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ANALYZING DATA

* Pareto analysis
» Scatter diagrams . . A L
g = To estimate the key KPlIs i.e. availability, reliability

+ Control charting

and / or maintainability of the item and to Availability R'\g;f’;k')‘l’lny Testability

*  Weibull Analysi i '
eibu alysis understand trends over a period of time.

* Reliability Growth Analysis

 General Renewal Process
. . . . Basic Confidence
« Reliability Block Diagrams = To confirm if the dependability requirements e.g. Reliability Interval

« Analysis of Variance availability, reliability, maintainability, etc., as

specified in the contract, have been met.

Reliability

Verification
Growth Test. Test

Reliability

= To assess the effectiveness of fixes

Maintainability
analysis

A,
HBK 3
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ANALYZING DATA

* Pareto analysis

» Scatter diagrams

* Control charting

*  Weibull Analysis

* Reliability Growth Analysis
* General Renewal Process
* Reliability Block Diagrams

* Analysis of Variance
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Reliability Analysis Tools:

Simulation

Prediction System Reliability

Pﬁysics of Failure

DFR Project Plan § L

Life Data Analysis
-
Q
™

Failure Analysis Stress vs Strength

E
O
=
)
-
=

=

N

o
o

Life Testing
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FINDING AND IMPLEMENTING ACTION

 Corrective maintenance
action

« Living with dependability
problems

« Maintenance improvement
* Modifications and upgrades
» Life extension
« Replacement

RCM
« RCA

14|

Examples of criteria to identify dependability improvements worth to
Implement:

- Safety impact
« RUL

* Failure rate

* Operational impact

AR R S

 Maintenance cost
* |ncrease cost effectivhess

« Change is likely to be successful

HBK
oy
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FINDING AND IMPLEMENTING ACTION

» Corrective maintenance
action

« Living with dependability
problems

* Maintenance improvement
* Modifications and upgrades
* Life extension

* Replacement

+ RCM

+ RCA
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Failure management policy change with Reliability Centered Maintenance methodology:

4 Asset Criticality

4

Category Factor
Safety ::)]n: rr;‘nal for Personal
Severity of Personal
Injury

Health Hazards

Fire / Explosion Event
Possible

Downtime Impact
Repair Costs

Spare Parts Availability
Affected Downtime Area
Capacity Reduction
Impact

Regulatory
Requirements

Impact on Energy
Consumption

Impact on Scrap

Maintenance

Operations

Failure Frequency
Potential

Spill/Release Haz.
Material

Pollution Control Device

Env. Impact Potential

Radiation Detection
Quality Control  Quality Impact Potential

Quality Severity

Missed Delivery

Customer Claim
Possible?

Environmental

N

# Rating

- Low

- None
- Significant
- Very Unlikely

- None

- Minimal

- 1to 2 weeks
- Area A

- None
- No

- No
- Yes

- > Semi-Annually

- No

-Yes

- Minimal

~Yes

- None

= Minimal

- 210 5 day delay

- Yes

/# Comments

FFA/ FMECA

aliiny-
4 Failure Effect

Consequences

N
\

4 Maintenance
strategy

_— ¢ maintaining an

Category Rating
selection
Function Functional Failure Effect Si Failure Mode 0i Di RPNi ~
Move a given fluid while %
1 |Mmaintaining an Fun;honal;‘Faxlure. E::lernal foak:rate 3t the Shaft Loss of fiuid to the Packing Gland too tight 5 50
acceptable leak rate at B 300ve the acceptaing (e ground / sewer . or loss of lubrication 3
Fallure Mode: Packing worn
the Shaft
Move a given fluid while =
b maintaining an f-'u:;hona';:alure, Eﬁtrnal leak rate at the Shaft Loss of fluid to the . . HIDDEN OPERATIONAL
acceptable leak rate at is above the acceptable rate ground / sewer Incorrect installation 1 4 CONSEQUENCES
Failure Mode: Packing worn
the Shaft v[
s
Move a given fluid while
e Functional Fallure: External leak rate at the Shaft -
3 Siceptable look rate at 15 30ve the acceptabe ate <ol o s et . 2 & . )
£ s task technically feasible a
the Shaft Failure Mode: Packing worn ‘worth doing?
Move a given fluid while  Functional Failure: Leak rate at the Shaft is below
4 maintaining an the acceptable rate Packing prematurely 5 Packing bolts over 1 1 Scheduled on- .
acceptable leak rate at Failure Mode: Packing mis-adjusted (too worn tightened condition task s 8 scheduled restoration or
the Shaft tight) You scheduled discard task
MoV & aven Mhild while tachnically feasibie or worth
; 2 Functional Failure: Catastrophic failure of the Process impact and Loss Induced - Gland doing?
maintaining an p /
5 Shaft Seal of fluid to the ground / 8 Follower corrosion / 9 S
acceptable leak rate at ) No
Failure Mode: Seal/Packing blowout sewer failure [Scheduled discard
the Shaft o restoration task
e Funct Catastr s a scheduled failure-finding
Move a given fiuid while jonal Failure: ophic failure of the Process impact and Loss Induced - Gland Yes. tesk tochnically esable or
Shaft Seal of fluid to the ground / 8 4 a 128 f worlh dolng
;c:espht::Ie leak rate at Fallure Mode: Seal/Packing blowout e Follower stress / failure
Schedulad failure- i
finding task v
No scheduled
maintenance
Redesign may ba
desirable

UNRESTRICTED
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Dependability Management Process For Operating Systems

PERFORMANCE MONITORING DURING OPERATION

COLLECTING DATA

Quantify dependability
* Demonstrate compliance

ANALYZING DATA

with requirements . Usage Data
« Bad actors identyfication o Operating Time/Usage FINDING AND IMPLEMENTING
« Improve dependabiltiy o Events ACTION

o Environmental data Pareto analysis

* Assess effectivness of CAPA | configuration and Identifiers
* Assess effectivness of

Scatter diagrams Corrective maintenance

maintenance + Failure Event - Control charting action
* Assess RUL o ldentification and Description . - : » Living with dependability
o Time of Occurence Weibull Analysis problems
o Condition at the Time of Failure il . . .
o Detection Methods * Reliability Growth Analysis «  Maintenance improvement
° Efggfté::sia"“re « General Renewal Process |+ Modifications and upgrades
o Recovery +  Reliability Block Diagrams | *  Life extension
: : : . * Replacement
* Maintenance Action * Analysis of Variance P
o Task Identification * RCM
o Task Time * RCA

o Labour and Parts Consumed

HBK :
16| v
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Analaysis Integration

Real time system

Hierarchy structure

performance
monitoring

VU RO O

Events reporting > Problem
(Created or Imported) Resolution/RCA

=R v -

XFRACAS

-
4ttt

‘ Incidents/RC
Reports

— v -

HBK
e
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Conclusions

18|

In order to ensure safe and continuous operation, it is
necessary to define an appropriate decision-making process for
changes aimed at improving system dependability.

Collecting data and analysing it is crucial for making accurate
decisions.

A multifaceted approach requires the actions of an
Interdisciplinary team and knowledge in the fields of
engineering, as well as data preparation and analysis.
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Case Study: NAVAIR

A FLEET DELIVERING QUALITY DATA TO INCREASE MISSION CAPABLE AIRCRAFT READINESS

CHALLENGE

Solutions with the challenge of creating a common Failure
Reporting Analysis and Corrective Action System (C-FRACAS+)
tool across 33 NAVIAIR programmes.

SOLUTION

HBK's Engineering Solutions team built a powerful Asset

Performance Framework based on ReliaSoft XFRACAS,

and has partnered with SMX to successfully meet US Navy
requirements.

RESULT

A 20% increase in naval aircraft readiness. The success of the
project, including C-FRACAS+ implementation, led NAVAIR
partners to win the prestigious 2022 Department of the Navy
Information Technology Excellence Award.
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