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Agile cybersecurity for the software-defined vehicle

Abstract

The software-defined vehicle (SDV) converges product IT in the vehicle with enterprise IT
in the cloud and backbone infrastructure. Cybersecurity matters for SDV. There is no
functional safety without security. With software and data being manipulated, the initial
qualified, verified, or homologated functionality of systems is no longer guaranteed. With
the exploding challenges of cybercrime, OEMs and suppliers must achieve adequate
protection against manipulations of their enterprise and product IT systems. While SDV
eases the evolution of functions based on a flexible hardware platform, it has more
cybersecurity risks. SDV are a primary target for hackers because systems and
components have high levels of always-on, connectivity, and smart application
programming interfaces (APIs) for software updates and facilitate remote attacks. Many
companies have no established product cybersecurity program and dedicated R&D
security team. Standardized software stacks reduce the entry barrier for malicious
actors. Starter kits for all sorts of malware are available, increasingly fueled by Al tools.
However, generative artificial intelligence also has the potential to make software-
defined systems more robust and secure, as we show in this presentation.
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Agile cybersecurity for the software-defined vehicle

Abstract (continued)

Th.is. prgsentation shows agile cybersecurity development for SDV lifecycle risk
mitigation:

Cybersecurity risks in SDV

Agile systems Engineering and test strategies for adaptive software

The dynamic safety case and its maintenance throughout the life cycle

Agile documentation of changing software for OTA and SUMS

Mitigating Al driven IPR risks as software productivity tools try to capture data

To practically show innovative cybersecurity engineering we have developed generative
Al-based methodologies for security analysis and design. The presentation will go
beyond only Al and show methods to mitigate cybersecurity risks in SDV, such as
deploying novel test coverage methods for grey-box Pen-Test. Practical examples will
provide insight how to best mitigate cybersecurity risks with SDV.
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Agile cybersecurity for the software-defined vehicle

About the presenter, Christof Ebert
Managing Director, Vector Consulting Services

Christof Ebert is the managing director of Vector Consulting Services. A trusted advisor
for companies and member of industry boards, he supports clients worldwide to
sustainably improve product strategy and product development and to manage
organizational changes. Dr. Ebert is teaching at university of Stuttgart and Sorbonne
Paris. He has founded the Robo-Test incubator and holds several patents in the field of
autonomous systems.
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Who We Are

Vector Group

O O O Employees:
{ ‘] > 4,500 Vectorians

Ccustomers:
> 9,000 companies
In 76 countries

Turnover:
1.16 bn €
In 2023

el

www.vector.com/consulting

© 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05

Global Software and IT

Distributed Development,
Projects, and Outsourcing
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Fast Technology Evolution...

Today Tomorrow
Business Value by tangible HW ‘
Organization Function oriented ted, dynamic ecosystems, cross-functional
Culture Engineering e-Defined, Entrepreneurial, resilience
Risks Exploding cost and delays 2mands on liability, security, etc.
IT Separate ivory towers Jence of enterprise IT and product IT
Software Components, libraries : stacks, Al + ML, Green IT
Architectures Monolithic, functions
resting P ————
Competences Specialized, static !z CS and engineering

Methodologies Organic, technical debt 5 engineering, modeling, low-code

exible, sharing, ContinuousX, DevOps

Process/Tools Heavy, inefficient

5/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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...but Insufficient Competences

Mid-term challenges

60%

50%

40%

30%

20%

10%

0%

NCost
Qualitye ¢ ¢
Innovation
Transformation .
¢
¢ Complexity Competences
* Flexibility
4

Distributed work
Others
¢

0% 10% 20% 30% 40% 50% 60% 70%

Short-term challenges

Growing competence gap
reduces competitiveness:
é" Insufficient innovation
é" Lack of quality

& Rework and extra cost

Source: Vector Industry Trends Survey 2024.

Details: www.vector.com/trends.

Horizontal axis shows short-term challenges; vertical axis
shows mid-term challenges.

Sum > 300% due to max. 5 answers per guestion.

Good validity with 6% response rate of 3700 recipients
from different industries worldwide.

Vector provides tailored consulting solutions to stay competitive in times of uncertainty.

© 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



IT Convergence Open The Doors for Wide Range of Attacks Across Industries

» Industrial 10T is a primary target due to its
impact on our society and economy 10T critical cybersecurity attacks

» Smart APIs present a new and significant

industry-wide attack vector 600

» Hacking tools and knowledge advance fast 500

and thus grow the window of opportunity 400

» Convergence of enterprise IT and
product IT increases attack surfaces are
fast evolving, and practically all (=95%o) 500
attacks are remote.

300

. : _ 100
» Functional safety is blind spot of many

cybersecurity programs. 0 _ = =
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Sources: Vector 2024, www.securityweek.com 2023; IBM 2022 https://www.ibm.com/security/data-breach/threat-intelligence, Ponemon
Institute study with 593 security and policy professionals; Results of 2023 Open-Source Security & Risk Analysis Report, Synopsis; Harman
2020; Continental 2020

Cybercrime is more profitable than the global illegal drug trade.

Current damage is estimated at 600 billion USD a year (400 billion USD for drug trafficking)

7/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



Growing Cybersecurity Weaknesses Observed with Vector Customers

1. Requirements
» Insufficient understanding of possible cyberattacks,

a e.g., diagnostics, labeling on PCB, etc.
a » Insufficient supply-chain agreements for legal and
Item Definition & ProqUCtion. Operations. technical responsibilities between OEM and suppliers

A_ss_et _ mainteqance_& i
den ation ecomm oning 2 Llfecycle
Approval of the )
release for post- » Overlapping unstructured documents for

ST Security/Safety with many inconsistencies
Cybersecurity Validation, Pen . . .
9 Tests » Incomplete operating environments, e.g., Production,

S PEECITY Item diagnostics, SUMS
Integration .- . . .
concept Test Security » Poor traceability cause inconsistencies between
9 requirements and product and test

System System

cybersecurity Integration
requirements Test Security 3. Test

HW/SW e - .
cybersecurity » Lack of _V&V strategy, such as minimum viable
regression concept
» Uninformed security test, such as black-box Pen-Test

requirements

4. CS monitoring

» Insufficient coverage due to missing understanding of
demands and tooling

» Incomplete, inconsistent ans not traceable BOM

8/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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Legal Situation: Product Liability Needs Standards

Product Liability:

A product, that is put in service,

must provide the level of safety which can be expected by general public.

Functional Safety Cybersecurity

» Product IT: IEC 61508 » Product IT: ISO/SAE 21434
(electrical systems), I1SO 26262 (automotive cybersecurity),
(automotive), IEC 60601 ISO 14971 (medical device
(medical) cybersecurity), 1SO 27403 (loT

» Al: I1SO 21448 (SOTIF), ISO TS security)
5083 (automated driving), » Enterprise IT: 1SO 27001
ISO/PAS 8800 (Al) (Security mgmt), 1SO 15408

» Coexistence of standards: (Common Criteria), TISAX

ISO/TR 4804 (development); (Trusted Information Security
ISO shared methods Assessment Exchange)

Certification & Homologation

» Audits: 1SO 19011 for all sort of
management systems

» Automotive: Approval for
vehicle type and updates based
on UNECE, e.g., R.155 CSMS
(Cybersecurity Management
System), Chinese GB 44495

» Medical: FDA certification

» Railway: EBA etc. based on
e.g., 1SO 22163

Process Maturity: 1SO 330xx, Product Quality: 1SO 250x0
Methodological frameworks such as ASPICE, are demanded by “higher-level” quality standards

Product Development Process: ISO 9001, ISO 16949 (automotive), etc.

© 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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Solution: System Modeling and Simulation

Motivation:
» Address complexity-competence
gap with adequate abstractions
» Cover complex constraints with
system of systems view
» Mitigate growing business risks
such as legal demands

» Supplier management and
flexibility for components and
interfaces.

Current focus:

» Modeling architecture abstractions
for quality attributes, e.g., safety,
variance management, evolution

» Simulation and XiL V&V

» Al-based co-piloting to navigate
between layers

Systems Engineering

Flexible stack with
defined abstractions

Services

Middleware

SW OS

Hardware

Ensure agile V&V
and cybersecurity

Flexibility,
UX

High

Robustness,
Ecology:
High

© 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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Solution: Pull Instead of Push

Production / Ops

ToDo Daing Dona

Cybersecurity

Team ToDo Doing Done

HWTe am

O CISO/ CTO/ CIO roles

@ Ssoftware Lead Team 2
@ Technical Lead Testing

© Prod/Ops Lead
O Team Member

SW Team 1 ............................ sSW Teax[n ..... 2 Testing Team
O ............. . ........ ‘ ‘
OO0 OO0 OO0 OO0
OO0 OO0 OO0 OO0
Legend
TeDo  Daing Dane
@ Cybersecurity Manager O Software Lead Team 1 @©® Hardware Lead

Kanban Board

12/21
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Ownership and
Commitment:
Establish satellite
cybersecurity experts

that provide answers
(pull) rather than
overwhelming
directives (push).




Solution: Efficiently Implement Mandatory Standards

Acquisition Process System Engineering Process Group (SYS) Management Process ‘
Group (ACQ) Group (MAN)
ACQ.3 sYs.1 mMAN3 ¥
Contract Agreement Requirements Elicitation Project Management 2-7 Safety mana t regarding production, ‘
operation, service ecommissioning
Acas ¥ = syss ¥ M PP
Supplier Monitoring VStemAne;f\""S';:mems System Qualification Test Risk M: s HENEIA DanslC eratioms
AcQ.11 SYS.3 X SYS.4 * —M anizational cybersecurity management
Technical Requirements SystemDArcrhntecturaI Systlertn Int::grat%ontand Mesi 541 547 5 4.4 545 5.4.6 547
sl OBl ) € L[| Cybersecurity Cybersecurity Inf®Mmation Management Tool Information Organizational
ACQ.12 governance culture sharing - systems management security cybersecurity
"ega';::u‘i“‘r‘i”n‘:;‘r"st"srat“’e Software Engineering Process Group (SWE) management audit
SWE.1 * E 3 r ject Hep vhersecurity management
Proi ACQ';3 Software Requirements SWE'.G 2 = :
ject Requirements Analysis Software Qualification Test 6.4.1 6.4.2 643 b4 6.45 0.4.6 647 648 649
Cybersecurity | |Cybersecurity Tailoring Reuse Component Oif-the-shelf | |Cybersecurity | |Cybersecurity Release for
ACQ.14 SWE.2 * SWE.5 * responsibi- planning out-of-context component case assessment post-
Request for.Proposals Software Architectural Software Integration and lities development
Design Integration Test
Reuse Pr AT P e
Su, IieArCO.CL!l.a:Ilizcation Softwareslgveé;zd DESi; Soft\.uaresumn'i.tE \-/:rificatijn " 7 el ccolatii b i 5
Bp and Unit Construction R 741 742 743
o Supplier capability Request for quotation Alignment of responsibilities
" Man
Supply P(r;);f)ss Group Supporting Process Group (SUP) L 8. Continual eybersecurity activities
SPL.1 supa ¥ SuP.2 SUP.4 sup.7 Process Ir i T e i
Supplier Tendering Quality Assurance Verification Joint Review Documentation Process ( Cy Er,SEU,'”W FUETSECUT 'F—‘ ""r“mﬂ‘lh_l ity ulnerability
monitoring event evaluation analysis management
SUP.8 * SUP.9 * SUP.10 *
Pmd:;LR.:Iease Configuration Problem Resolution Change Request Processp: Concept phase Product development phase Post-development phases
lrafiaEement Manssemelt MEnagement [ S 9. Concept 10. Product development 12. Production
Primary Life Cycle Processes Organizational Life Cycle Processes Supporting Life Cycle P 9.3 104.1 13. Operations and maintenance
O SuppuUr Item definition Design
_ : 133 13.4
8-5 Interfaces within distributed developments 8-9 Verification 94 1042 Cybersecurity Updates
8-6 Specification and management of safety 8-10 Documentation manage: Cybersecurity goals Integration and verification incident response
requirements 8-11 Confidence in the use of
8-7 Configuration management 8-12 Qualification of software " 9.5 11, 14. End of cybersecurity
8-8 Change management 8-13 Evaluation of hardware. Cybersecurity concept Cybersecurity validation support and decomissioning
9. Automotive safety integrity level (ASII 15. Threat analysis and risk assessment methods
osition with respect to ASIL tailorin
; D 8 15.3 154 155 15.6 157 15.8 159
ce of elements Asset Threat scenario Impact Attack path Artack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision
| 10. Guidelir

| 11. Guidelines on application of ISO 26262 to semiconductors

13/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



Solution: Ensure Consistency with Test-Driven Requirements Engineering (TDRE)

Process, Requirements

methods

Needs, goals,

Test-drivcen market

requirements
engineering
(TDRE)

Product

requirements

Component
requirements

Solution

System test,
quality req.

Functional
Tests,
security etc.

Unit test,
static analysis

Minimum viable
test set for SUMS,
redeliveries,
regression,
variants

KPI for SW
maturity, marginal
value per TC, req.

coverage, corner
cases, redeliveries

Product,
practice

Consistency

across
abstractions

Risk-oriented test
strategy

Automatically
extract relevant
supplier specs

Horizontal and
vertical traceability
for coverage and

consistency

© 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05

Improved test
effectiveness and
test efficiency for

SW platform,

variants, and

supply chain

Regression test
after SOP, such as
EOL flashing,
SUMS, incident
management




Solution: Combine Security-By-Design and Security-by-Lifecycle

Design

» Defensive coding, e.g., memory allocation, avoid
injectable code, least privileges

» Programming rules such as MISRA-C, SEI CERT

» High cryptographic strength
in line with performance needs
Ethernel

» Key management and HW-based security RN interisce
» Awareness and governance towards social engineering 5 -

WLAN Interisoe
AT-=L5 A e

V&V Methods and Tools
» Static / dynamic code analyzer
» Unit test with focused coverage, e.g., MCDC

» Interface scanner, layered fuzzing tester,
encryption cracker, vulnerability scanner

» Risk-based penetration testing

Systematically apply cybersecurity principles during development and test.

Ensure automatic regression tests are running with each delivery.

15/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



Solution: Introduce Cybersecurity for Al and Al for Cybersecurity

(Grey Box -)
Penetration Testing
supported by NLP

B Semi Automatic TARA — :
- generation with e M_arket Productlc_)n
natural language SR Requirements and service

Drocessi :

,,,,,,,,,,

Product System
Requirements Testing

Weakness
Identification using ) | e
Heuristics and Al ] TR
Component —
Requirements

Integration

Testing e Al Dased automatic
: fuzzing

Compass 2.0 - Security Check

Architecture / A\ Dles!gn . =, - o
SW Design matysis an T = e
Verification o

i Traceability from
§ requirements to code
fusing neural networks

D
THREAT 1

h as secure diagnostics
THREAT 2

bfuscated. OEM is held legaly respansible for accident. -

S . Static Code Analysis
‘nmsms {21 bucormes open to a1 krd of maraiations - Detalled COntanOUS based on COde LLMS

Design / Code Verification

16/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



Solution: Connect VSOC with Analytics for Fast Resolution and Recovery

Safety / Security Secure provisioning
by design and governance
Safety \ Development Services
hazards <
and
security
threats \ Secured Monitoring, upgrades,
supply chain and VSO
Production Operations

Needs for safety and security along the life-cycle:
» Systems and service engineering methods for embedded and IT

» Scalable techniques for design, upgrades, regressions, services
» Multiple modes of operation (hormal, attack, emergency, etc.)

17/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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Risk-Oriented Cybersecurity for the Software-Defined Vehicle

» Risk-oriented cybersecurity

OEM:
» Apply systems engineering for cybersecurity - _
» Systematically use professional tools such as Good V'S'b'“_“r’] on cyber?_ecur’l’ty
Threat Analysis and Risk Assessment (TARA), RrOgreSsWItIMySSUPRICES:

vulnerability analysis, secure by design
methods, hacking invitations, and various

penetration testing Component Supplier:
» Audit your suppliers and achieve a holistic

: ) _ “Efficient cybersecurity with Vector
perspective on risks and solutions

Consulting experiences.”

» Culture change

» Advance a cybersecurity culture across OEM:
functions

» Enforce strong governance end-to-end, not just
encryption and key management

“Collaboration effort was reduced by
20% with agile systems engineering.”

Use Vector professional support to close competence gaps.

19/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05



Value from Vector

» Automotive Cybersecurity articles

» Penetration Testing, atz, 2024
https://www.springerprofessional.de/en/penetration-
testing-for-automotive-cybersecurity/19219750

» Security Test, IEEE Software,
https://ieeexplore.ieee.org/document/8994839

» Cybersecurity for the Software-Defined Vehicle, atz,
2024

» Artificial Intelligence for Cybersecurity

» |EEE Software,
https://ieeexplore.ieee.org/document/10339105

» Generative Al for automotive cybersecurity, atz,
2024

» Reference Architectures for the 10T

» |EEE Software,
https://ieeexplore.ieee.org/document/7367994

» Agile Systems Engineering

» ATZelectronics worldwide,
https://www.springerprofessional.de/en/aqile-
systems-engineering/23788554

20/21 © 2024. Vector Consulting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2024-11-05
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Contact us and achieve value

Passion. Partner. Value.
Vector Consulting Services

@ www.vector.com/consulting

consulting-info@vector.com
Qs +49-711-80670-1520

m linkedin.com/company/vectorvcs

3 youtube.com/@VectorConsultingServices
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