
UNRESTRICTED

2024 HBK Technology Days R
e

lia
b

ili
ty

   
 A

va
ila

b
ili

ty
 

M
a

in
ta

in
a

b
ili

ty

D
e

si
g

n
   

 D
e

ve
lo

p
 

O
p

e
ra

te

12 November 2024 Session 4: 
Vehicle Network Analytics

• OEM telematics with WiFi/LTE CAN loggers
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 Abstract
• For many OEMs (Original Equipment Manufacturers), collecting CAN bus data from their 

vehicles/machinery at scale can be a challenge. In this session, CSS Electronics will cover 
how CAN bus data loggers with WiFi/LTE can be used to automate this data collection -
from installation to post processing. This will include example data collection work flows, 
considerations on data sensitivity and security - and details on how data can be 
integrated with any software/API tool, including tools from HBK.

 About the presenter, Martin Falch, Co-owner at CSS Electronics
• Martin Falch has a master's degree in quantitative economics and has worked in 

management consulting and strategy. In 2015 he started CSS Electronics with founder 
Christian Steiniche, a Danish company specializing in CAN/LIN data loggers and 
modules.

• Martin is responsible for sales & marketing and is the author behind hundreds of articles 
and videos including the popular ‘simple intro’ tutorials on CAN related protocols. In 
addition, he collaborates with end users to ensure successful deployments of CSS 
hardware across 5000+ companies and 100+ countries.

OEM telematics with WiFi/LTE CAN loggers



CSS Electronics
www.csselectronics.com

OEM Telematics 
with WiFi/LTE
CAN Loggers



agenda

● Introduction  [5 min]

● Basics on CAN logging [5 min]

○ Connecting to the CAN bus

○ Raw vs. decoded CAN data & DBC files 

● Modern OEM telematics [15 min]

○ Pro specs 

○ Data ownership

○ E2E security

○ Interoperability 

● Q&A  [5 min]



about CSS Electronics

● Started in 2015, based in Denmark 

● Develop & sell CAN bus hardware (loggers, sensor modules)

● Popular CAN content (100K+ sessions/month, 25K+ YouTube subs)

● Products used by 5,000+ companies across 100+ countries

● 80%+ of end users are automotive/industrial OEM engineers

● www.csselectronics.com

● contact@csselectronics.com

● +45 91 25 25 63

● www.linkedin.com/company/css-electronics

● 100% carbon offset since 2015

CSS Electronics

introduction - about us

http://www.csselectronics.com
mailto:contact@csselectronics.com
http://www.linkedin.com/company/css-electronics


● Co-owner at CSS Electronics

● Main responsibilities

○ Sales & marketing (articles, videos, SEO, social, …)

○ Technical sparring and support

○ Software development (React, Python, …) Martin Falch
● www.linkedin.com/in/martin-falch-a7579821

● contact@csseletronics.com

introduction - about us

about me

http://www.linkedin.com/in/martin-falch-a7579821


how to log 
& decode
CAN data



connect to your CAN bus

the basics on CAN logging - how to log/decode CAN data



decode your raw CAN data

the basics on CAN logging - how to log/decode CAN data



a DBC may be proprietary - or standardized

the basics on CAN logging - how to log/decode CAN data

● Proprietary CAN encoding

● Known to the OEM 

● May be shared with partners

● May be reverse engineered

● For CAN modules designed 

for integration, it is often 

supplied (e.g. sensor-to-CAN)

● Standard for most heavy-duty

● DBC typically decodes 60-80%

● Used in ships/boats

● DBC typically decodes 60-80%

● Frequent use of ‘fast packets’

● Vessels often also use J1939

● Supported in most non-EV cars

● De facto standard since 2008

● Only a subset of signals

● Lower frequency/resolution

● Available on-request



recap

the basics on CAN logging - how to log/decode CAN data



OEM telematics



OEMs have unique telematics requirements

modern OEM telematics

PRO SPECS DATA OWNERSHIP E2E SECURITY INTEROPERABILITY

- Lossless logging
- Multiple channels
- High precision RTC
- Error frame support
- …

- Full data access
- OEM server
- OEM WiFi/SIM cards
- No sharing of DBCs
- …

- PW/data encryption
- Data integrity
- Secure transfer
- Manage user access
- …

- Standard formats
- Custom integration
- Free software/API
- Data lakes for scale
- …



modern OEM telematics: Pro specs

pro specs CAN/LIN loggers serve as basis



modern OEM telematics: Pro specs

CANedge1: 2x CAN/LIN data logger (RTC + SD)



modern OEM telematics: Pro specs

CANedge2: 2x CAN/LIN data logger (+WiFi)



modern OEM telematics: Pro specs

CANedge3: 2x CAN/LIN data logger (+3G/4G)



modern OEM telematics: Data ownership

OEMs use their own S3 bucket and WiFi/SIM

1: Set up your own S3 server

Easily set up low cost cloud - or 
use free self-hosted option

2: Select WiFi/SIM

Use your own WiFi router 
(stationary, smartphone, …) or SIM

3: Configure CANedge

Add WiFi/SIM/S3 details to the SD 
via configuration editor 



modern OEM telematics: Data ownership

with WiFi for stationary/periodic uploads …



modern OEM telematics: Data ownership

… and LTE for mobile asset data collection



modern OEM telematics: E2E security

CAN telematics involves critical risks …

GDPR/CCPA 
regulation

Data integrity & 
confidentiality

Exposure of 
WiFi/S3

Remote 
cyber attacks



modern OEM telematics: E2E security

… which require specific solutions

Password 
encryption

Log file
encryption

Data transfer 
encryption

Signed 
firmware

User access 
control



modern OEM telematics: Interoperability

devices/data must be interoperable 

Device configuration 
& management

Data processing
& visualization



data can e.g. be integrated with FOSS GUIs …

modern OEM telematics: Interoperability



… or automated dashboard visualization 

modern OEM telematics: Interoperability



modern OEM telematics: Interoperability

data can also be easily loaded in HBK tools



modern OEM telematics: Interoperability

example 1: Load raw finalized data in nCode



modern OEM telematics: Interoperability

example 2: Automate integration with Aqira



modern OEM telematics: Interoperability

example 3: eBike telematics with nCode



questions
& answers
Learn more:

www.csselectronics.com

contact@csselectronics.com

http://www.csselectronics.com
mailto:contact@csselectronics.com
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